
 
 

 

 

 

 

DISEC 

 

DISARMAMENT AND INTERNATIONAL SECURITY 

COMMITTEE 

 

Chair: Maria Antonia Alzate and Emiliana Restrepo  

 

Official language: English  

 

 

Topic 1: The Illicit Arm Trade and Use of Homemade Weapons   

Topic 2:  Addressing the Dark Web as a Threat to International Security.  

 

 



 
 

Table of contents 

1. Welcoming letter 

2. Committee’s Information 

2.1 History and Purpose of the Committee  

2.2 Committee Performance  

3.  The Illicit Arm Trade and Use of Homemade Weapons  

3.1 Theoretical Framework  

3.2 Topic’s History  

3.3 Previously Implemented Solutions 

3.4 Situation Today 

3.4.1 America 

3.4.2 West Africa 

3.5 Future Situation 

4. Addressing the Dark Web as a Threat to International Security. 

4.1 Theoretical Framework 

4.2 Topic’s History  

4.3 Previously Implemented Solutions 

4.4 Situation Today 

3.5 Future Situation 

5.  Useful questions for the delegates 

6. Useful links 

7. Bibliography 

 



 
 

1. Welcoming letter 

Dear delegates, 

 It is a pleasure for us, Emiliana Restrepo and María Antonia Alzate, to give you a warm 

welcome to MSMUN and the Disarmament and International Security Committee. During this 

version of our Model United Nations, we will be discussing the illicit arm trade of homemade 

weapons in West Africa & Addressing the Dark Web as a threat to International Security; we 

understand these are trending topics that present difficulties in the current world, and we, as global 

citizens, are completely sure we will be able to find great solutions to these together. 

 We hope you find this model and experience to your liking as well as enriching for yourself. 

MUN is an experience we love and know it has shaped us for the better with skills such as: public 

speaking, problem solving, and others. We invite all of you to participate through the sessions as 

each one of us can come up with an important statement or solution that will help us get to our 

shared goal. 

Finally, as presidents we will be available for you everytime you may have a concern, and 

we invite you to ask all questions you may have or any doubt you need help with. As your 

presidents, we will be here through all your process and ready to assist you. Hopefully, you will 

love the committee and the topics as much as we did. 

Welcome to DISEC, MSMUN 2021. 

Sincerely, your chair: 

Emiliana Restrepo & María Antonia Alzate. 

 

 

 



 
 

2. Committee’s information   

            2.1 History and Purpose of the Committee  

The United Nations Disarmament and International Security Committee (DISEC) was the 

first main Committee in the General Assembly when the charter of the United Nations was signed 

in 1945. Mindful of the events in Hiroshima and Nagasaki, the first resolution by the Disarmament 

and International Security Committee was done in 1946 to address international problematics 

around the “Establishment of a Commission to Deal with the Problems Raised by the Discovery 

of Atomic Energy.”, according to the UN. DISEC was created with the purpose to establish an 

international reunion meant to discuss international peace and security amongst members of the 

international community.  

The committee aims to regulate military equipment and to establish general principles of 

international disarmament. In addition, it also gives recommendations to the United Nations 

Security Council concerning such principles. The commission works closely with the United 

Nations Disarmament Commission and the Geneva-based Conference of Disarmament. 

Furthermore, the goals of the commission are to maintain worldwide peace and security and to 

regulate the use of armament.   

All 193 United Nations members are automatically eligible as representatives in DISEC’s 

body and have an equal vote. Even though DISEC deals with important international security 

issues, it cannot specifically dictate an order nor ask for military intervention but it can recommend 

these actions to the United Nations Security Council. Documents drafted by this committee are 

passed by a simple majority. 



 
 

As stated by the United Nations charter, the biggest aim of the Disarmament and 

International Security Committee is to “establish general principles of cooperation in the 

maintenance of international peace and security, including the principles governing disarmament 

and the regulation of armaments”. DISEC functions in a three-step structure. First, the committee 

begins with a general debate about the topics under consideration. Second, the committee proceeds 

to thematic discussions. Lastly, the committee moves to action on draft resolutions. 

            2.2 Committee Performance and Structure 

Some of the most outstanding accomplishments of the Disarmament and International 

Security Committee are successful promotion, enforcement, and verification of the Treaty on the 

Non-Proliferation of Nuclear Weapons; the establishment of Nuclear Weapons Free Zones in 

Antarctica, Latin America, the South Pacific, Africa, and Central Asia; and the Partial Test Ban 

Treaty.  

The DISEC committee draws its attention mostly on topics that deal with conflict and 

conflict prevention, disarmament, and international security. Ratified by 193 members of the 

General Assembly, the Treaty of the Non-Proliferation of Nuclear Weapons (NPT) is possibly one 

of the most well-known and important resolutions concerning the reduction and limitation of arms.  

The NPT is an international agreement in which nations stop the development of nuclear 

weapons and the five nations who had already developed them (United Kingdom, United States, 

Soviet Union, France, and China) agreed to disarm them.  

It could be said that this treaty served the international community to perfection.  It has 

three objectives: firstly, to prevent the proliferation of nuclear weapons. Secondly, to have a 

peaceful use of nuclear energy and lastly, achieving the goal of nuclear disarmament. Israel, India, 



 
 

and Pakistan are the only countries that never joined the treaty, and North Korea abandoned it. 

However, the NPT is one of the best demonstrations of how the First Committee can have a lasting 

effect on global security.  

The United Nations Disarmament and International Security Committee meets every 

October for four to five-week sessions after the General Debate concluded by the General 

Assembly. Its headquarters are located in New York, the United States, and its current chairperson 

is Sacha Llorenty. 

3. The Illicit Arm Trade and Use of Homemade Weapons 

3.1 Theoretical Framework 

Homemade weapon: A homemade weapon is most commonly a firearm, that was produced 

and manufactured at a house with improvised materials (That can be usually found at an average 

house) by adapting them to a new purpose. These types of weapons are usually made by a 

manufacturer or gunsmith. 

Firearm: A weapon from which a shot is discharged by gunpowder (Merriam-Webster, 

n.d.). Usually a pistol, rifle, or any other portable gun. 

 Blacksmith: A person who makes and repairs things in iron by hand (Oxford, n.d.). 

Gunsmith: Similar like a black smith, a person that usually works with iron; that designs, 

manufactures, sells, and repairs small firearms (Merriam-Webster, n.d.). 

Border: The dividing line between countries. 

Firearms regulation or gun control: Set of laws in regard to regulating the sale, production, 

and possession of firearms by civilians. 

Ghost guns:  Guns made from handcrafted kits that are untraceable due to being illegal in 

most countries (and a few states within the USA). 



 
 

ECOWAS:  is the Economic Community of West African States which is formed by 15 

member states: Benin, Burkina Faso, Cabo Verde, Côte d’Ivoire, The Gambia, Ghana, Guinea, 

Guinea-Bissau, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone, and Togo.  The main goal of 

ECOWAS is to promote economic cooperation, but they also work on peacekeeping missions 

(United States Trade Representative, n.d.). 

 

3.2 Topic’s History 

The dynamics and the world of firearm production vary considerably between countries. 

During the last years the homemade weapons industry and use of these has grown considerably in 

the world, especially in countries located in America or West Africa, such as: Côte d’Ivoire, Benin, 

Togo, Ghana, and Nigeria. Nonetheless, the production and use of these has always been present 

through history and the earliest homemade weapons such as pipe bombs can be traced back to the 

1980’s; or the molotov cocktails which can be traced back to Spanish Civil War. 

 The clandestine industry of local firearms is created and kept alive by blacksmiths that 

may pass the knowledge to the next generation or an apprentice to keep it going (Institute for 

Security Studies, 2017). Overtime, artisans’ knowledge of weapons in these regions has grown to 

a huge extent making it a bigger business than it used to be; the manufacturing of these weapons 

is mostly demand-driven with hunters being the biggest consumers of the business. 

Through the last years, forums have been hosted by the governments of various countries 

such as Nigeria which disclosed that 60% of the illegal arms found in the country were produced 

nationally; while in countries such as Ghana, it was found out that in armed-robbery cases 90% of 

the firearms used on the assault were locally manufactured. In other countries, such as Benin, 

Burkina Faso, and Mali similar results like the ones from Ghana were revealed with armed assaults 



 
 

and robberies’ weapons being mostly assembled or manufactured locally; some of these countries 

have already tried looking for solutions by having direct contact with the blacksmiths to better 

control the activities. 

It is important to note that the UNIDIR (The United Nations Institute for Disarming 

Research) is part of a process of collaboration with West Africa. This problem has remained of 

major importance to the public eye through the years as it is a key to West Africa’s peace and 

security agenda; due to this, many treaties have been signed with the ECOWAS (Economic 

Community of West Africa States) . 

In other countries such as the United States, locally manufactured arms have been a 

constant problem through the years due to the lack of gun regulation and the access to these types 

of arms and any as a whole. The USA has had a gun violence problem for some time and while 

some of the shootings and assaults that happen in the country are done to legal weapons others are 

not; with the evolution of technology the threat of homemade weapons has grown too and the 

Democratic Party has been showing it’s concern for the topic and the lack of gun regulations that 

permit bigger access to this. 

Homemade weapons have also been frequent through the years in instances where weapons 

cannot be provided in conflict or wars. In a conflict, if a population does not have any weapons, 

and they find the need to have them they will try to make them as it has been seen in the Syrian 

conflict. In this conflict, the Obama administration promised to supply the Syrian Rebels with 

weapons because of the long periods of time they were taking to provide these guns, the rebels 

proceeded to make their own weapons (Werman, 2005.). 

 3.3 Previously Implemented Solutions 



 
 

 Across the world, countries have taken into action many solutions with the main one being 

getting in contact with local blacksmiths, gun producers, and sellers with job training and the 

possibility of alternate lives for the blacksmiths as well to the people who help with the business. 

This program has not worked so well because of conditions and how profitable this business has 

turned out, especially, in West Africa. 

 Other previously implemented solutions by governments, have been the creation of 

censuses and associations with the goals of recording the number of gun producer’s and to bring 

together local manufacturers respectively. It should be pointed out, this solution won’t eradicate 

the problem due to its mixed reactions; many of the blacksmiths do not want to collaborate with 

the government's efforts and proceed to evade regulations.  

 Constant border and weapons regulations have been demanded in all countries by 

organizations such as the UN, the ECOWAS, and others on account of borders being crossed rather 

easily through some regions of the world. Unregulated movements such as crossing the border, 

facilitates the introduction and circulation of “small” weapons that are locally made; these weapons 

tend to be small as it makes them easier to transport and hiden which still proves these solution is 

not completely viable as it will still be a possibility to bring these firearms in. 

 Policies have also been implemented by organizations with the goal of doing more than 

just talking about fighting for the proliferation of small arms. These policies are trying to impose 

regulations of gun circulations, specifically small arms, and change the mentality and attitude of 

the people by establishing a “culture of peace” concept; therefore, changing blacksmith’s mentality 

on the production of guns and the people’s mentality for the need to acquire them, for these guns 

are in the hands of civilians as well as combatants. These solutions are being promoted by the 



 
 

ECOWAS and can be seen in countries that belong to the region of West Africa since 2005 

(UNIDIR, 2005). 

3.4 Situation Today 

3.4.1 America 

Homemade weapons in America have become a real threat, especially in countries such as 

the United States, where gun stores and online vendors are constantly supplying their stocks with 

small firearms and even AR-15 style assault rifles are produced in their own garages. In the course 

of the last years, many members of the government have spoken of their concerns regarding 

homemade weapons and the accessibility to making these as it was seen in the San Bernardino 

shooting; the shooters had acquired the knowledge and material to produce an excess of pipe 

bombs in their own home (Honda, 2016).  

The alarming phenomena of homemade firearms and their ease of access within the United 

States and their neighboring countries has opened the door to millions of untraceables “ghost guns” 

built from kits. These ghost guns can be obtained without background checks as it is an assembled 

gun, made out of parts obtained through a gun dealer or the internet, currently widely legal in the 

United States (With the exception of a few states). This results in a weapon with no serial number 

or traceable link to a gun manufacturer: Thus, a “ghost gun” (Hermann & Jackman, 2020). It is 

expected to have a raise in the amount of weapons inside the cities. These arms have already been 

identified at murder scenes as the weapons used. 

The United States is not the only country suffering the consequences from homemade guns, 

as countries from Central America also face this rising problem of homemade weapons. Countries 

such as Guatemala as well as Honduras have reported a problem with this as well which worries 

the government. Honduras is already one of the countries with the highest rates of homicide. 



 
 

Around 80% of homicides in Honduras are committed with a fire gun and with recently improved 

technology, homemade weapons have been increasing as the weapons used during these reports 

(Stevens, 2015). In Guatemala these weapons do not represent the majority, but have been a 

problem that’s been slowly rising and has the government on alert in case of a sudden increase. 

In South America there has also been a recent boom with illegal gun factories; homemade 

guns, of course, taking a remarkable percentage of these guns produced in said “factories”. Gun 

ownership in Brazil has risen, and it is estimated by police and authorities that most criminals carry 

a gun now which has caused a drastic increase in gun demand, and it has generated these locally 

produced weapons to spread faster than before (Neves & Dalby, 2019) . This type of gun wasn’t 

previously found in the country, and it gives the insight of the possibility of these weapons 

appearing in countries who did not have them before.  

3.4.2 West Africa 

Homemade weapons in West Africa have proven to be a big manufacturing business, but 

as of right now it has been proven to be even bigger than it was initially thought as well  more 

accessible for all the public with weapons being as cheap as £7-9 which are often used for 

organized crime and robberies inside these countries. The industry of homemade weapons keeps 

growing day to day in West Africa which may be a problem when approaching the situation. 

Currently, Ghana finds itself as the country facing the worst consequences, such as an 

armed robbery problem that is nationally wide for the particular reason of homemade weapons and 

their accessibility to the public. It is estimated that blacksmiths around Ghana produce around 

200,000 guns a year which has led police to create special operations in this country by involving 

regular checkups, patrols, and checkpoints on the streets. 



 
 

Locally manufactured guns remain a problem across West Africa as most of these countries 

are going through the same along the lines of Ghana, but at a lesser level. As the industry evolves, 

the data found by governments will most likely be useless to stopping the illicit trade. This data is 

always changing as the circulation of weapons is so wide and the previously gathered data is 

usually too old just after a few days.  

Arms produced locally are easier to traffic due to the fewer control and government 

occupancy in the regions, especially in nearby border areas, which promotes the circulation of 

these around West Africa. Additionally, the regions where homemade weapons have a bigger 

presence other crimes can be linked to this which may have to do with bigger routes of trafficking 

and circulation; some of the previously mentioned related crimes are the following: exploitation 

of minerals and drug trafficking.  

Another important data countries in West Africa are taking into account at the moment, is 

the need to categorize the weapons and find a “legislative harmonization” between them which 

essentially means domestic legislations in the West African countries should meet the same 

objective, so it easier for all ECOWAS member states to adopt measures and have the same 

objectives for tackling this problem. This is of major significance, for it may be more challenging 

trafficking arms through the borders if the same arms are banned in each country. 

 

 

 

 

 

 



 
 

3.5 Future Situation 

If successful plans of actions are developed, it is expected for countries in the world to go 

through less robberies, assaults, and shootings during the year which would decrease the levels of 

violence in them. It is also expected as well, to positively affect other criminal-related activities 

that profited from the illicit trade of homemade weapons; therefore, lowering these. Some of such 

mentioned activities are drug trafficking and exploitation of minerals. 

When combating the proliferation of small arms, it is important to regulate this and educate 

the population for them to understand it is a serious matter; as it is, of course, impossible to stop 

all the citizens that want to possess a weapon from doing it. If the gun mentality is changed the 

number of people who want to possess a weapon would drastically lower. Consequently,  the sale 

of homemade weapons as well as regular will substantially lower. 

Gunsmiths who accepted governments' offer or help for changing jobs will lower the sale 

of homemade weapons too. Hence, the possession of these arms on the hands of the population 

will also lower. Retired gunsmiths will also be able to gain profit by legal means and contribute to 

the economy. 

 

  

 

 

 

 

 

 



 
 

4. Addressing the Dark Web as a threat to International Security. 

4.1 Theoretical Framework 

The Onion Router: Browser created by the United States Federal Government 

which contains a unique software that makes the browser totally anonymous and encrypted. 

Its purpose is to offer complete privacy.  

ARPANET: Acronym that stands for Advanced Research Projects Agency 

Network. Its primary purpose was to link computers at Pentagon-funded research 

institutions over telephone. 

Cybersecurity: It includes every method of protection towards cyber attacks. It is 

the application of protecting systems, networks and programs. Each day it becomes a 

harder practice as hackers are more innovative.  

Browser: Includes all computer programs that have a graphical interface allowing 

you to navigate between web sites.  

Software: Are all the instructions and programs which operate a computer. It 

incorporates all routines and procedures related to the operation of a computer system.  

Virtual Private Network (VPN): It is a software that creates an encrypted underpass 

between you and your remote service, this makes your data safe from it being observed 

and it makes your identity and location anonymous.  

URL (Uniform Resource Locator): A URL is the fundamental network 

identification for any resource connected to the web, and it is also used to specify an 

address. 

 

 



 
 

 

4.2 Topic’s History  

The Dark Web may be defined as an anonymous online communications network. It started 

as a project launched by the U.S Federal Government. The initial idea was for the country's 

intelligence operatives to have a site where they could communicate with total anonymity. The 

development of TOR (The Onion Router) started and later on, the public was granted access to 

this browser. According to the BBC the military did this because they would be less visible and 

harder to spot if there was plenty of activity in the browser. (Belfer Center, 2019)  

In 1969, Charley Kline, who at the moment was a student in the University of California, 

sent the first message through ARPANET. This message rocketed the start of the so known 

“darknets”. It was a quantum leap in anonymous communications. In the years which followed, 

several secret networks started to appear along ARPANET.  

The Dark Web is only accessible using a TOR browser and you must use a VPN (Virtual 

Private Network) along to access it.  

In March 2000, Ian larke a software developer, launched “Freenet”. Freenet is an 

anonymous, revolutionary software which allows you to share, browse and publish files 

anonymously without fear of censorship. From here you may access from child pornography to 

instructions on how to build an explosive. According to Ian Clarke, the only way to ensure a 

democracy is to guarantee that the government cannot control its populations capacity to share 

information.  

A study by firm IDC (International Data Corporation, a market research company) 

estimates that “software piracy alone costs businesses 34 billion dollars worldwide in 2005”. As 

well, as the media darknet which distributes about half a million movies a day illegally.  



 
 

In 2008, a man calling himself Satoshi Nakamoto published a nine page paper which had 

the first ever mention of Bitcoin. This paper was called: “Bitcoin: A peer-to-peer electronic cash 

system”. The following year, Nakamoto released the first Bitcoin software. Unlike prior 

cryptocurrencies, Bitcoin was a success because it prevented double spending. This was a hit in 

the Dark Web as its anonymity makes it perfect for money laundering and other criminal activity. 

Bitcoin is the unofficial currency of the Dark Web.  

Procysive, cybersecurity and intelligence firm, states that the Dark Web is home to about 

50,000 extremist websites and more than 300 terrorist forums. It also states that the illegal sale of 

digital content, serves as a monetary source for belligerent groups operations.  

Later on, on August 1, 2013, irish authorities capture Eric Eoin Marques, the “largest 

facilitator of child pornography of the planet” according to the FBI. His hosting services contained 

about 8.5 million of child exploitation material. He later on pleaded guilty to conspiracy to 

advertise child pornography on the dark web, he was extradited to the United States becaus of his 

dual citizenship in March 2019 to face federal criminal charges.  

 

4.3 Previously implemented solutions 

Governmental bodies have worked hard into closing sites that are used as illegal markets, 

sites that support money laundering and other criminal activities. Illegal Dark web sites such as 

“Silk Road” were closed by the Federal Bureau of Investigation and Europol.  

“Silk Road” was an anonymous, hidden and unlawful website, where you could buy and 

sell illicit substances as well as services beyond the reach of law enforcement. It was also known 

as a “clandestine global marketplace” according to U.S attorney Preet Bharara. Ross William 

Ulbritch (also known as: “Dread Pirate Roberts”, “DPR”, “Silk Road”) was the owner and creator 



 
 

of the site. He built this black market to exploit the new cryptocurrency “Bitcoin”, also for users 

to conduct it’s illegal businesses without law enforcement reach.  

“As of September 23, 2013, Silk Road had nearly 13,000 listings for controlled substances, 

listed under such categories as “Cannabis,” “Dissociatives,” “Ecstasy,” “Intoxicants,” “Opioids,” 

“Precursors,” “Prescription,” “Psychedelics,” and “Stimulants.” ("Ross Ulbricht, the Creator and 

Owner of the Silk Road Website, Found Guilty in Manhattan Federal Court on All Counts — FBI", 

2021) 

“Silk Road” was created around January 2011 and it operated until it was shut in October 

2013. It became the most sophisticated criminal website and marketplace. The goal of the site was 

to perform transactions in an anonymous way. “Silk Road” operated on The Onion Router so it 

disguised the real IP address of the computers for its anonymity. This black market also operated 

with a Bitcoin- based payment which made it easier for the illegal transactions to be made without 

leaving a trace as it hid the identities and locations of buyers and sellers. (FBI, 2015) 

On February 4th, 2015, Ross Ulbritch was found guilty by the United States Attorney for 

the Southern District of New York for all seven counts related to the operation, creation and 

ownership of the illegal site “Silk road”. With Ulbirtch’s arrest, millions of dollars in bitcoin were 

also confiscated. The FBI recalls that “The supposed anonymity of the dark web is not a protective 

shield from arrest and prosecution”. (CBS News, 2020) 

The FBI performed a Distributed Denial-of-service attack (DDoS) to shut down “Silk 

Road” and other illegal sites like “Dream Market”. A DDoS is a cyber attack on a specific network 

that disrupts a network or servers normal operation. When a target is inundated with constant flood 

of traffic, such as fraudulent requests, this overwhelms the system causing a denial of service to 

legitimate traffic of the network or server.  



 
 

The FBI also participated in the capture of Eric Eoin Marques which is known to be one of 

the largest facilitators of child exploitation images. It is claimed by US authorities that Marques 

was using ordinary post mail so the Garda Síochána (the national police service of the Republic of 

Ireland) monitored a postal box so they could prove it. This led to the huge investigation which 

had cooperation from the US, France and Ireland. However, the specific details of how Marques 

was detected as a suspect lie on confidential court documents. Shanna Daniels (FBI special agent) 

was investigating anonymous dark web sites which contained child-abuse images in 2012 and 

2013.  

 

4.4 Situation today 

What was started as a project by the United States Federal government is now host to 

numerous (number is not defined) sites with the sole purpose of performing illegal purchases 

beyond law enforcement reach and with total anonymity. However, today over 65,000 individual 

URLs exist in TOR.  

A Dark Web site, called Agora, was one of the biggest illegal marketplaces in the web. It 

sold illicit substances, fake IDs and weapons. There is a clear predominance of illicit substances 

as they are about 80% of the total items on sale. 

 



 
 

 

(Rawlinson, Kevin. “Dark Web Marketplace Shuts down over Security Concerns.” BBC 

News, BBC, 26 Aug. 2015, www.bbc.com/news/technology-34062381.) 

Agora recently suspended its services because they found an “unsafe” occurrence for its 

users. They said they were working on a solution so they could return to an anonymous and 

encrypted website.  

Here is a list of objects sold in the Dark web:  

1. Fake documents: In smaller marketplaces of the Dark Web you might find 

fraudulent documents or stolen credit card information. It is assured that in 

dark web sites you may buy fake documents such as: passports, social 

security numbers and ID (Identity Documents), which may be used to create 

new identities.  

  

2. Fake pharmaceuticals: With the COVID-19 pandemic, the sale of fake 

pharmaceuticals have spiked in the Dark Web, this is because in clandestine 



 
 

marketplaces they allegedly sell coronavirus cures; this site sells blood 

samples from “recovered COVID-19 patients” as a cure, which has been  

publicly confirmed that doesn't work. Another “miracle” drug is vastly sold: 

chloroquine. It is also sold as a COVID-19 cure.  

3. Hacked data: In May 2020, a group of hackers called “ShinyHunters” 

(previously the group of hackers was unknown), sold 200 million stolen 

data in a Dark Web site. This data was incredibly valuable as it wasnt reused 

data but it was new and had never been on the market before. In the 

beginning of July 2020, “ShinyHunters” became a well-known data breach 

dealer.  

4. Counterfeit money: In the last years more than 26,000 fake banknotes have 

been sold and delivered in Europe. It is estimated that the value of this 

fraudulent money reaches up to 1.3 million euros. This happens even more 

in countries like Germany, Austria, France, Greece, Ireland, Luxembourg 

and Spain.  

 

4.5 Future Situation 

Predicting the future of platforms such as the Dark Web is hard, especially when sites and 

platforms like these are always changing their urls and their ways of accessing them, but it is safe 

to say the Dark Web will still be running and functioning without suffering much damage. 

As the international community takes down pages with private information or pages that 

may offer illicit goods, new pages will appear which may cause an endless cycle of tracking these 

urls and taking them down. Therefore, it is important when finding a solution to this problem to 



 
 

find a way to track the consumers and visitors of these pages; that way, the conflict may be ended 

from one side. 

In the future, as technology evolves, and it’s access is facilitated for more governments and 

people; governments should make sure private information of their belongings is kept safe and out 

of reach from being hacked and later sold on platforms that can be found in the Dark Web by either 

a radical group or another government. This will be significant in the future as private information 

being sold will definitely threaten international relationships and with them, the international 

community too. 

5. Useful questions for the delegate  

Topic A: 

1. Does your country have gun regulations? If so, what do these laws cover? 

2. Are guns accessible in your country for all the population ? 

3. Are homemade weapons produced in your country? 

4. Are robberies, assaults or shootings with firearms common in your country? 

5. How has your country dealt with gun violence and locally produced arms? 

6. Is your country in favor or against gun regulation? 

7. Does your country profit from the arms industry? If so, does it profit local 

gunsmiths? 

8. Is your country willing to offer help and new jobs for blacksmiths ? 

9. Will your country be willing to do regular border patrols and checkpoints to look 

for locally made weapons? 

 

Topic B:  



 
 

1. Does your country have a restricted accessibility to the internet?  

2. Is the government of your country accepting of anonymous browsers (like TOR)? 

3. Does your delegation support freedom of speech and freedom of press?  

4. Will your country develop research and funding towards cybersecurity?  

5. In what way has the Dark Web affected organizations in your country?  

6. Does your country’s general economy rely on internet profited based exports?  

7. Will your delegation accept extremist forums to be shared and linked in the surface 

web (browsers such as Google, Safari, FireFox)?  

8. Is the prohibition of anonymous browsers a viable and option for your delegation?  

9. Does your country have a tendency to support Dark Web development? Will your 

country consider coming to a halt the Dark Web? And how may this backlash or 

impact your country's economic development? 

 

6. Useful links  

Topic A: 

- https://www.unodc.org/documents/toc/Reports/TOCTASouthAmerica/English/T

OCTA_CACaribb_firearmssmuggling_within_CAmerica.pdf 

- https://reliefweb.int/report/world/are-west-africa-s-gunsmiths-making-violence-

cheap 

- https://www.unidir.org/files/publications/pdfs/combating-the-proliferation-of-

small-arms-and-light-weapons-in-west-africa-handbook-for-the-training-of-

armed-and-security-forces-326.pdf 



 
 

- https://www.washingtonpost.com/local/public-safety/district-seeks-to-ban-ghost-

gun-kits-as-seizures-of-homemade-weapons-soar/2020/02/27/d12be0da-5416-

11ea-9e47-59804be1dcfb_story.html 

Topic B:  

- https://www.belfercenter.org/publication/truth-about-dark-web  

- https://www.youtube.com/watch?v=Va07q3HFEZQ  

- https://www.sans.org/security-awareness-training/resources/dark-web  

- https://news.un.org/en/tags/dark-web  
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